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Synopsis

The information systems security (InfoSec) profession remains one of the fastest growing
professions in the world today. With the advent of the Internet and its use as a method of conducting
business, even more emphasis is being placed on InfoSec. However, there is an expanded field of
threats that must be addressed by today’s InfoSec and information assurance (IA) professionals.
Operating within a global business environment with elements of a virtual workforce can create
problems not experienced in the past. How do you assess the risk to the organization when
information can be accessed, remotely, by employees in the field or while they are traveling
internationally? How do you assess the risk to employees who are not working on company
premises and are often thousands of miles from the office? How do you assess the risk to your
organization and its assets when you have offices or facilities in a nation whose government may be
supporting the theft of the corporate "crown jewels" in order to assist their own nationally owned or
supported corporations? If your risk assessment and management program is to be effective, then
these issues must be assessed.Personnel involved in the risk assessment and management
process face a much more complex environment today than they have ever encountered before.
This book covers more than just the fundamental elements that make up a good risk program. It
provides an integrated "how to" approach to implementing a corporate program, complete with
tested methods and processes; flowcharts; and checklists that can be used by the reader and
immediately implemented into a computer and overall corporate security program. The challenges
are many and this book will help professionals in meeting their challenges as we progress through
the 21st Century.Presents material in an engaging, easy-to-follow manner that will appeal to both
advanced INFOSEC career professionals and network administrators entering the information
security professionAddresses the needs of both the individuals who are new to the subject as well
as of experienced professionalsProvides insight into the factors that need to be consideredA and

fully explains the numerous methods, processesA and procedures of risk management
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Customer Reviews

There are many books on the market dealing with risk management as part of InfoSec. So, | wasn’t
sure that this one would be better, or provide any new information. | was first surprised to find it
written in a non-techie way. That means the information is easy to read and more importantly, easy
to understand. Also, because it is written by two authors from the UK, it offers a slightly different
look than what has been written on the topic by numerous U.S. authors.What | especially liked
about this book is that it not only dealt with all of today’s relative risk management issues but the
section on "The Threat Assessment Process" was really well done. Often this is not given the
importance it deserves as other authors concentrated on the risks. However, one must know the
enemies to defend again them. This part was a nice surprise.So for today’s professional whose
experience is vast or limited, this book offers all you need to know about risk manaagement as it

relates to InfoSec - or "Computer Security" as the authors call it.
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